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Automated Records Retention &
Retrieval Program

B Records to be kept in original form (15CFR Part 762)

B Many Tools, Documents, & Resources are electronic,
computerized, and on-line

— Incoming Shippers, Contracts, Visit Requests
— ECustoms Visual Compliance
— Publications, Product Data Sheets, etc...

B Many records to be kept are routine

— Denied Party Screening
— ECCN & License Checks
— Oiriginal Received Documents

B Much of this can be Automated!




If Folder already exists, file will

P F I be added to the folder.

r O C e S S O W If a file already exists, the file

name’s end will be incremented
by one numerical digit.

Export Control
Records

Extract
Metrics-
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Visual Compliance
Name Check

B User Note:
“RN-12345-0"
B Click “Malil”

Document is sent to EC Group
Inbox

B Once the Visual Compliance email
inters the Group Inbox, the Macro
recognizes it and automatically
places it in the main Records
Folder
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{2 Visual Compliance - RPS Search Results - Windows Internet Expl
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Eile Edit Wiew Favorites Tools Help
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NO MATCHING RECORDS FOUND

NEW SEARCH

Your search of the MSR Visual Compliance Restricted Party Screening database
failed to return any records.

Search criteria:

Name: Wiley Coyote

Company: Road Runner Exterminators
Address: Desert

City: nfa

State: n/a

Country: usAa

Search type: Fuzzy [2] [Export and Munitions datagroups (see below).]

Date of search: Thursday, June 5, 2008

Time of search: 12:35 PM EST

Authorities: - Denied Persons List [BIS]

- Entity List [BIS]

+ "Unverified" List [BIS]

+ Specially Designated Mationals and Blocked Persons [OFAC]
- Designated Terrorist Organizations [State]

- Terrorist Exclusion List [State]

+ Palestinian Legislative Council (PLC) List [OFAC]

+ Federal Register Orders

+ Arms Export Control Act Debarred Parties [ITAR]

- Munitions Export Controls Order [ITAR]

+ Munitions Export Nonproliferation Order [State]

+ WMD Trade Control Regulations Designation [OFAC]

NEW SEARCH

RETURN THESE SEARCH VALUES TO SCREENING

¥ send to me.

' Send to this address: I
Flease type carefully. Email sddresses with errors cannor be delivered.

' send to addresses on my list:

Notations to this results email:

RN-12345-0 ;l

¥ Incude entity searched in subject line.

T Incude your name (the user who made the search) in subject line.

I
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Arg

Auto Macro — Part 1

B Macro found the text in “User
Notes”, changed the “Subject” line,
and saved the email (.msg file) to
the Main Records Folder.
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B RN-12345-0 - Message (HTML)

‘ File Edit Wiew Insert Format Tools Actions Help

{hReply | GReply to Al | S Forward | S Ba (52 | v S[R3 X |+ - + - AF |4 @!

-1olx]

Frarm: EXPORTCONTROL@ANL, GON Sent:  Thu &/S5/2008 11:44 AM
Ta: Export Control Department - SCO
o

Subject:  RM-12345-0

VISUAL COMPLIANCE RESTRICTED PARTY SCREENING

NO MATCHING RECORDS FOUND

This search of the Visual Compliance Restricted Party Screening database failed to return
any records.
Report creation: CHAD MUND, UCHICAGO ARGONNE, LLC
[EXPORTCONTROL@E@ANL.GOV]

User notes: RN-12345-0

Search criteria: Name: Wiley Coyote

Company: Road Runner Exterminators

Address: Desert

City: nfa

State: nfa

Country: USA
Search type: Fuzzy [Export and Munitions datagroups selected.]
Date of search: Thursday, June 5, 2008
12:44 PM EST

Time of search:

Country Notes: No Risk Country alerts.

40877

COMNFIDENTIALITY NOTE: This electronic transmission is directed in confidence solely to the person(s) to
whom it is addressed, or an authorized recipient, and may not otherwise be distributed, copied or
disclosed. The contants of the transmission may also be subject to intellectual property rights and all such
rights are expressly claimed and are not waived. If you have received this transmission in error, please
notify the sender immediately by return electronic transmission and then immediately delete this
transmission, including all attachments, without copying, distributing or disclosing same.




Auto Macro — Part 2

B Macro created
new folder, and
saved the file
into that folder.

B Any new files
the macro tries
to put in this
folder, will have
the same file
name, but be
incremented by
one numeral

A
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& 7:\0SS Export - Control\RECORDS _ o] x|

Eile Edit Wiew Favorites Tools Help | ar

Back v () v [T | ) ) Search |~ Folders ||$'F 3 X i | BH

Address | 2:4055 Export - Control\RECORDS ~| B0

MName | 5ize| Type |Date Modified 1=
Thumbs.db 14 KB Data Base File 5/30/2008 2:19PM  —
EMN-12345-0 File Folder 6/5/2008 11.56 AM

DPR-ES-144056 File Folder 6/5/2008 11,49 AM

DPR-ES-106003 File Folder 6/5/2008 11:45 AM

DPR-ES-073005 File Folder 6/5/2008 11.458 AM

ORN-72914-0 File Folder 6/5/2008 11:16 AM -
L O T = s File Ml e IO T 4 T b

< i

W 7:\0SS Export - Control \RECORDS\RN-12345-0

=10l x|

Eile Edit “iew Favorites Tools Help

| Fr

@Back - d - JI? fjsearch | Folders ||._5 [ x i£) | [FZE] >

Address |2 7:405S Bxport - Control\RECORDSIRN-12345-0

-85

Mame - | Size| Type

| Date Modifieleo to 'Z30ss Ex

34 kKB Outook Item
24 kB Outoolk Ttem

SARN-12345-0(1).msg
ARN-12345-0.msg

6/5/2008 11:56 AM
6/5/2008 11:44 AM




Export Control Department - SCD - Records - Microsoft Outlook

" File Edit Wiew Go Tools Actions Help Adobe PDF Type aqu
CaiMew - | & 3 X | EaReply SEReply to All 5 Forward | @ | %8 Project!. ThisOutlookSession. fixdocs !E}!Qﬁ!
M a.n u aI M a,C r O | Look for: * Search In- Records Fird MNowe Clear
Favor ite Folders o o C
- Export Control Department - SCD - Reco... = | N
= E?,g;(d%j) *| 03| g| From |Subject ~ |Received ESEE Mund, Chad W
= )
3 For Follow Up [5] = Subject: RN-12345-0 {1 item, 1 unread) To:Export Contral Department - 5C0
1= sent tems W und, Chad W, RNV 123450 Thu ©/5/2002120.. 3 K5 fig Wiley Coyote was born in Mexico, but now has his Green Card
All Mail Folders i W M
HTnbox (144) = LJESE r:l U”:.‘ | Analyst
L2 Jurk E-mail e 5
B Supporting emalil Bt s
5 Spam Mail :gig: ﬁﬁzé (bermy)
messa eS We re ®19 Search Folders - h
g & Archive Folders
& Archive Folders
Sent to the Group ¥ 5 Archive Folders
= & Mailbox - SCD Export
@ Deleted Iterns
Inbox, then the A0rare
! =13 Inbox (50)
H Records (1)
Macro was run % Outhox
=1 Sent [tems
II I' k ¥ 3 5pam Mail
l I Ianua y C IC a 9 Search Folders

button), and the

mesSsage was
sent to the Main & 7:\0SS Export - Control \RECORDS\RN-12345-0 ol x|

File Edit View Favorites Tools Help | ar
.ReC(?rdS Folder @Back ~ () v~ | ¥ | ) Search || Folders ||.§ 5 X 6 ‘ EH.
just like all the Address [ 7:\055 Bxport - Control\RECORDS\RIN-12345-0 BB
others. Narme - | Size | Type | Date Modified |
. SIRN-12345-0(1).msg 34 KB Outlock Item 6,/5/2008 11:56 AM
B Message Is now SIRN-12345-0.msg 34 KB Outlock Item 6/5/2008 11:44 AM
- HARN-12345-0(2).ms 24 KB Outlook Item 6/5/2008 12:10 PM
with all related (2).msg &

documents in the
Main Records
Folder
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Manual “ Save As”

B Supporting Documents can
be saved directly to the
appropriate folder. (PDF’s,
Wrd, HTML, etc.)
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{~ Wile E. Coyote and Road Runner - Wikipedia, the free encycloped - ol x|
@C" IW’ htp: /fen. wikipedia.orgfwiki/Wile_E._Coyote_and_Road_Runner j )| X IGoogIe 2l

File Edit View Favorites Tools Help
Google |G~ Wiley Coyote

~|Got® & Y & - | % Bockmarks~ » O Settings~ &y

]

w e 88|'| @ visual Compliance. .. |\W’Wile E. Coyote a... xl | f0~ B v & v 5 Page » & Tools »

-

Webpage content,
Documents, PDFs, etc.,
Company homepages,
Product Data Sheets,

Save Webpage 2]x| . etC
in: [ FNA1Z3450 = @ % = aEr "=
File narm = E_Covols o) | Save |
Saveastype:  |webpags, HTML orly [ him:" htm] =1 Carcel |
Encoding [unicode (UTF-8) 4|

=1o/x|
File Edit View Favorites Tools Help | ar

Q@pBack ~ () v T | ) Search |~ Folders ||.5 5 X ) |v

Address |5 7:4055 Export - Control\RECORDS\RN-12345-0 ~| Bco

| Date Modified |
6/5/2008 11:56 AM
6/5/2008 11:44 AM
6/5/2008 12:10 PM
6/5/2008 12:16 PM

Size | Type
34 KB Outlook Ttem
34 KB Cutlook Ttem
24 KB Cutlook Ttem
135 KB HTML Document

Mame -~ |
HRN-12345-0(1).msg
HRN-12345-0.msg
HRN-12345-0(2).msg

Bwile E_ Coyote - Wikipedia, htm




Records Magic

B Records

— Protected by IT Security and backed up.
— Can be accessed, printed, tallied, and searched (by keyword or
document number)

— Can be copied annually to DVD or Solid State storage and keptin a
secure place, i.e. the Export Manager’s desk.




EXPORT

CONTROL

Fiscal Year 2008

Metrics — (example numbers only)

Fiscal
Y

T
D

T
Export ot
TYPE OCT'07 NOV'07 DEC'07 JAN'08 FEB'08 MAR'08 APR'08 MAY'08 JUN'08 JUL'08 AUG'08 SEP'08 al
Export Type 29 21 11 9 19 16 15 120
Export Type 68 57 38 54 46 54 56 373
Export Type 681 481 256 435 488 592 442 3375
Export Type 3 2 0 0 0 3 3 11
Export Type 126 118 92 123 96 86 102 743
Export Type 24 0 0 2 21 0 7 54
Export Type 1 6 2 2 1 0 0 12
Totals 932 685 399 625 671 751 625 4688
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The Technology Tracking Map

M Diverse Laboratory
— Physical Facility
— Research Divisions
— Research Programs

B How do we get our Export Control Hands >
around all this, and keep track of it?
® Build a “Mission Control Center” for ‘

Property and Foreign National tracking? -

M Build a low budget solution using existing
resources?

|

« Argonne @
National
Laboratory‘

’I|\\ .




Wouldn't it be nice?

(Original Photo Courtesy National Aeronautics and Space Administration)
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...reality:

http://www.cthreepo.com/blog/archives/2005_04_01_archive.html
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Argonne Technology Tracking Map

W Purpose:
— Identify and track the myriad of technologies at Argonne.

M Use:

— Outreach; Internal Audit; Record notable interactions; Reference of
Divisions/Programs; Capture Technology/Foreign Involvement of key
areas

B Elements:

— Lab Structure:; Divisions and Locations; POCs; EC Jurisdiction; EC
Analysis

B Features:

— Hierarchical structure of Lab; Hyperlinked to Division/Program
WebPages; Physical Location reference; EC Jurisdiction and Analysis




1 T 2 T 3 I [ [ 5
1 |Basic Science Energy Resources Environmental Management National Security User Facilities
. e = = e = = . : :
_3__lignsslgnggs_kJiunﬂglgnsg Ilggqu%a;EJuunggjxna E%”"‘""“’f"léh“gnﬁg U?annn;LSg%auw Divisi [Querview)
4 | Structural Biology Eattery Technalogy Atmaospheric and Climate Research Advanced Photon Source [APS)
§ | Functional Genomics Fuel Cell Technology Environmental Policy and Planning FPBOTECT Ch 1 Agent D and B vizi
E Eiophysics Huclear Technology 1 d Enyironmental Mt Accelerator Physics - S d Photon Source
: 1 E Eizk-Eased Environmental and [+]. Sync Matriz L -“ D E
= Igusinuuagsgagp Einsgssﬁhgums%y Site Env g : = " Diagnoztios Group Home Page
9 |Chemistry Highly Enriched T Program DOperations Analysis - Advanced Photon Sourge
10| Interfacial Processes Huclear Engineering Eower Systems Group
Demilil and
1| Badiation and Photochemistry Alajor Programs) Badio Frequency Group
2| B 5 P
13 | Cluster Studies Group Generation |V (Gen ['¥] APSE 5 Division [AES)
1 | Chemizal Dynamizs in the Gas P P o B
15 | Manophotonics The Beduced Enrichment for Besearch and Test Reactors (RERTR] Eacilities, Rezources and Safety
16 | HeawyFlement and Separation Science The International huclear Safety Center (INSC) IMechanical and Interlock Systems
17 | HeawyEl Phatophysics and Phatoct Fiszile materials dizposition
18 | Coordination Chemistry and Separation Science Decontamination and decommizsioning |
139 | EElectroninteractions Llational secyrity and nonproliferation. X-Ray Operations and Rezearch
=0 = = f e Chemisty, Eni 5 S
21 | Computational and Electrochemical Progesse: Duclear waste form madeling Inelastic X-Fay and Muclear Fesonant Scattering
22 |High Energy Physics Ilagnetic Materialz
23 | Esperimental Besearch 1] an Inf Sci Idaterials Characterization
54| LOF Eaper F i . TimeR B
| 25 |  ZEUS Esperiment at HERA Modeling Simulation, and Vi Synchrotron-Felated Theory
3 | near Calider 0 o B P Ly i :
| 27 | Sowudan 2 Mucleon Decay Esperiment Iational and Homeland Security Support and Derelopment
2 : : " : : ;
2 ff}?%EngﬁJDLUdﬁ. E“ﬂ91E“““Q?mﬂmﬂjﬂdEﬁQ“Q”mﬁsuﬂﬂmEEMQNSE ?géumgglsﬁhmgﬂﬁu??l
| 30 | Accelerator BiD LUser Administration and Support
| 31 | Argonne ‘Wakefield Accelerator Energy Systems
5z : G : : A Tandem-Linac A System [ATLAS)
3 Itﬂghi@aﬂgnﬂﬂEﬁndms é@m;nnﬂa%m&lgémnknw E 1 Phyzics B
o B Engineeri nalysi
35 |Materials Science Environmental and Security Science and Technalagy A heric Radiation b [ARM) Climate B: h
| 3 |{Besearch Groups)
37 | Alloy Ciidation Besearch I ion Technology R&D Center Center for N I ials (CHM)
38 | Condenzed Matter Theory Fezearch Battery technology Besearch)
=l : " : : e
a Electran Minascapy Lentel Beseaich Eugloels = Eleclionio & Magnetic Materials & Deuies.
N Emerging liaterials Rezearch, Engines and emiszions. HEneE ol e
a2 e IRESREE = Bybrid uehicles : e b= tion
a F?mngn;%ﬂmsﬁhs%?gh f?agugsjniumnﬂa;umnn Iﬁ?“%?lﬂgﬂﬂmn
| 44 | Deutronand #-Fay ing Fezearch Biecyeling Eesearch Partners
| 45 | Superconductivity and i izm Fesearch Sensors
| 46 | Surface Chemistry Jechnolagy analysiz Electron Microscopy Center (EMC])
| 47 | Synchrotron Radistion Studies Systems assessments Besearch
| 48] Lither research.
43 | Math and C. S Student Competitions Intense Pulsed Meutron Source (IPNS)
50| Alga 5  pplicati
51 | Parallel Tools Bickettz B I Bi Lab
52 | Distributed Systems Rezearch Fiesearch
5| ) il Engi
54 | Computational Science DOther Argonne Facilities Lo putside h
55 Llimate Modeling 2-he Linac
56 DRACE : & Diata Domain to Bodel Domain Conversion Package 3-Me¥ Yan de Graaff Accelerator
57 A Sealable and Extensible Earth System Model for Climate Change Science Actinide Facility
58 Eerformance Engineering far the Mest Generation CCSR Advanced Computing Testbed
59 EDQAM: The Fast Ocean Atmosphere Model Advanced Powertrain Test Facility
1] IACT : The Model Coupling Toolkit Acrazel Laboratary
"R | Big oz 5 : :
[H] : - Atmospheric Boundary Layer Experiments [ABLE)
[H] Atmospheric Field Measurement Facility
| &4 i
& BasicE S 5 Badiafion =
EE Biattery Test Facility
&7 Cobalt-60 Source (20,000 curizs)
3] FhyloBlocks Diczel Engine T est Facility
M 4 » MP\TechMap / Basic Science / Energy Resources / Environmental Management / Mational Security / User Faclities / J <_|_

Ready

(Information published at www.anl.gov)
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Energy Resources

Susham mant

BuildinglLocation

Ezport Compliance
Jurisdiction
[EAR. ITAR. DDE, NRC)

Reference

Additional information
[white Paper, Cases, etc.)

M 4 » M [‘\ Tech Map ,{ Basic Science B\Energy Resources [ Ervvironmental Management [ Mational Security | 1 |

Date Last Yisited

Ready
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Summary

M Discussion




